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Iowa City Police Department, which has had
at least three reports of phishing artists
posing as security officers for large banks.

The address of the sender on the e-mails is
usually forged, and consumers are typically
directed to a fraudulent Web site to enter
their account information.

“Jurisdiction becomes a real issue,” Steffen
said. “They may be e-mailing from outside of
the country, or from New York or California,
and by the time we find out where they are,
they're long gone.”

Many victims may not report losses to
phishing because of embarrassment, said
Computer Forensic Investigator Greg Koenig-
hain of the Cedar Rapids Police Department.
He said phishing is just one component of an
Internet fraud problem that is growing faster
than crime overall.

While he’s investigated a few reports of
phishing, Koenighain said other frauds such

Race/Ul

as failing to supply merchandise purchased
on Internet auction sites or using e-commerce
sites to steal personal information are still
more common. '

In May, the Anti-Phishing Working Group
recorded 1,197 distinct kinds of phishing
attacks. Most of them adopted the identities of
financial institutions. Among those financial
institutions, Citibank was the most common
target, with 370 attacks reported.

The group’s report for May ranked U.S.
Bank the No. 3 target, with 167 reported
attacks, up 170 percent from the previous
month,

One of the newest phishing attacks against
U.S. Bank, ironically, preys on fear of phish-
ing. It convinces customers to yield their
account information by asking them to regis-
ter to “protect your identity against phish-
ing.”

Wells Fargo, which has the largest banking
presence. in Iowa, also has been hit by
phishing problems. Examples of the U.S. Bank

Arson/Girl’s

and Wells Fargo phishing e-mails are found
on the Anti-Phishing Working Group Web site
www.antiphishing.org

U.S. Bank spokeswoman Amy Frantti de-
clined to discuss specifically the phishing
threat directed at U.S. Bank customers, but
said the bank is improving its programs and
education to assist customers in the area -of
fraud.

Last year, U.S. Bank opened a 24-hour
Fraud Liaison Center in Portland, Ore., that
can immediately check the status of affected
accounts, close them down and create new
customer accounts. The center deals with all
kinds of fraud against bank customers, a
small percentage of which involves phishing.

U.S. Bank Regional Manager Laura Law
said activity has been up “a little” in recent

months because of changes in the type of-

fraud activity.

Banks often bear financial liability for
fraudulent thefts from customers accounts.
Responsibility for fraud losses is typically

Phishing/People behind scams are hard to catch

spelled out in contracts the customer signs to
establish a checking account or credit card
contract, Hildebrandt said, and often require
the consumer to report the fraudulent loss
within a prescribed period — say 60 or 90
days.

Hildebrandt said banks have had some
success at recovering losses through automat-
ed clearinghouse fund transfers.

Credit card contracts typically limit con-
sumer liability for fraud losses to a modest
amount, such as $50 or $100, if it is reported
within the established time frame.

Increasingly, smaller community banks are
taking the threat seriously.

Kenjar said Iowa State Bank & Trust keeps
its bankers posted whenever a customer
encounters a potential scam. A “scam alert”
on the bank’s Web site explains how to avoid
phishing.

.
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gifted and talented program,
this very question can nega-
tively impact all our youth in
both athletics and academ-
ics.”

Ul's provost, Michael Ho-
gan, plans to meet with Co-
langelo and his critics during
the next week or two, Ul
spokesman Steve Parrott said.

Colangelo’s column ap-
peared in the February issue
of Vision, the Belin-Blank
Center's newsletter that has a
nationwide circulation of
27,000. The column is also on
the center’'s Web site.

In an interview this week,
Colangelo said he has not
heard anyone express anger
about his column.

“My guess is that some
people are not reading it very
closely, and say, oh, it feeds
into that (stereotype). It
doesn’t. For people who know
me and the work we base it
on, it’s real clear-cut,” said
Colangelo, a professor of gift-
ed education.

Rodgers said he is not ask-
ing for an apology from or
discipline for Colangelo. “I
just want to bring it to peo-
ple’s attention,” he said. “We
need to find out what the
climate is on campus.”

He said the Ul Committee
on Diversity has met to dis-
cuss the column and will
meet again within the next
week with the Office of Equal
Opportunity and Diversity.

In the column, titled “The
Gap,” Colangelo writes that
educators widely acknowl-
edge that education achieve-
ment levels vary by ethnicity,
gender and family income.

Caucasians and Asian
Americans, he noted, are
“statistically overrepresent-
ed” in some talent areas, and
they are underrepresented in
other areas like sports “such
as basketball, football, base-
ball and track.” .

He did not identify an
racial or ethnic groups as
lower academic performers,
but said Wednesday that low-
er test scores are usually as-
sociated with African-Ameri-
cans, American Indians or
Hispanics. Sometimes, he
wrote, reports appear noting

a closing of “the gap,” but
that usually refers to the
average performance
groups rather than perfor-
mance at the “elite level.”

Colangelo offered a series
of explanations for such gaps,
including racism, sexism, eco-
nomic disadvantages or lack
of family support.

But when educators raise
issues about the motivation
of a particular group, or its
natural ability, he wrote, they
are “immediately labeled in
politically negative terms
(e.g., racist, sexist and elitist )
and the evidence they present
is given no pause. They are
shouted down more than dis-
proved.”

In an interview, Colangelo
said the column was meant to
point out issues that need to
be discussed rather than offer
an opinion on those issues.

He said that he believes
that, even though there are
differences in test scores —
between people of different
races, genders and incomes —
those scores are only a ‘‘bit”
of the engine driving success.

Colangelo said all students
of every race and both gen-
ders could probably come
much closer to their true
potential if teachers and par-
ents didn’t reach for conve-
nient excuses — such as eco-
nomic background or race —
for a child’s mediocre perfor-
mance.

“What I have learned in 27
years is that attitude is an
amazing propellant,” he said.
“I think, as a society, we
have gotten to the point
where we don't tell kids hon-
estly, ‘I don’t want to hear it.
This is hurting yourself.’”

W Contact the writer: (319) 339-3158 or
tom.owen@gazettecommunications.com
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because he died thinking he
caused the fire.”

She noted that Denton, the
county attorney, called her
Wednesday “to say how sorry
he was” with the trial’s out-
come.

Brockhohn, too, said, “I feel
1 failed the Grahlmans.”

“We try-our cases the best
way we can,” Denton said,
noting that arson is always
difficult to prove because
much of the evidence is de-
stroyed.

Arson is the leading cause
of fire in the United States
and the second leading cause
of death in fires, according to
the U.S. Fire Administration.
Each year, an estimated
267,000 fires are attributed to
arson.

In 2003, the year of the
Grahlman fire, Iowa reported

' Jaymie
Grahiman

Died in Cedar Rapids fire

Jay Grahlman

610 arsons, 10 in Linn Coun-
ty. Half of all arson arrests
are juveniles.

Zirtzman has two arson
convictions on his juvenile
record, but that information
was not given to the jury
during the six-day trial in
Linn County District Court.

Those fires, on the same
street where he and the
Grahlmans lived, happened
more than 20 years ago, too
distant to be relevant, the

’

court ruled.

Also not allowed into evi-
dence was a confession alleg-
edly made by Zirtzman.

Information he provided
was consistent with the infor-
mation collected at the scene,
Brockhohn said.

“We knew the fire started
in the laundry room, but he
told us how it started,”
Brockhohn said.

Zirtzman refused to sign
his confession and invoked
his right to an attorney,
which kept it out of the trial,
Brockhohn said.

A defense expert said Zirtz-
man has an IQ of 67 and was
only trying to please the in-
vestigator when he confessed.
His income is .from Social
Security disability based on
his mental handicap.

M Contact the writer: (319) 398-8263 or
betsy.kutter@gazettecommunications.com
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the report, which draws to-
gether findings from many
federal agencies.

The study paints a mostly
upbeat picture. The teenage
birth rate — steadily declin-
ing since 1991 — hit a record
low in 2002.

Teenagers who give birth
are less likely to finish high
school or to graduate from
college than other girls their
age, said Duane Alexander,
director of the National Insti-
tute of Child Health and Hu-
man Development at the Na-
tional Institutes of Health.

Also, infants born to teen-
age mothers are more likely
to be of low birth weight,
which increases their chances
of blindness, deafness, mental
retardation, mental illness
and cerebral palsy.

In school, more children
are taking advanced courses
and studying a second lan-
guage. At home, more parents
are reading to their children.

The report pointed to prog-
ress in the area of crime.
Young people were less likely
to be victimized in a serious
violent crime murder,
rape, robbery or aggravated
assault — or to commit one.
In 2002, there were 11 serious
violent crimes per 1,000 peo-
ple age 12 to 17, compared
with 15 per 1,000 youths in
2001, the report said.

Child mortality declined,
too. In 2000, there were 18
deaths for every 100,000 chil-
dren age 5 to 14; a year later,
there were 17 deaths for ev-
ery 100,000 children in this
age group.

The infant mortality rate
slightly increased. Seven of

every 1,000 infants died be-
fore their first birthday in
2002, compared with a record
low of 6.8 per 1,000 in 2001.
Most of the increase in deaths
occurred among infants youn-
ger than 28 days old.

The number of overweight
children increased to 16 per-
cent between 1999 and 2000,
compared with from 11 per-
cent in the early 1990s and 6
percent in the late 1970s.

That development ‘“‘jeopar-
dizes our children’s future,
making them vulnerable to
chronic conditions such as
diabetes and hypertension
previously associated more
with adults than with chil-
dren,” said Edward Sondik,
director of the Center for
Disease Control and Preven-
‘tion’s National Center for
Health Statistics.
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running mate. Vilsack said
she finished writing her con-
vention speech Wednesday
and has submitted it for edit-
ing. She will deliver it on a
night that also will feature.
Massachusetts Sen. Edward
Kennedy, Arizona Gov. Janet
Napolitano and Kerry's wife,
Teresa Heinz Kerry.

Because she's lived in a
small town most of her life,
she said she’s qualified to
talk about the values of
America’s rural communities
as part of a theme to drive
home a point that Democrats
relate closely to the values of
working families.

“I'll be talking about Main
Street values because I live
on Main Street, and I hope
that I'll represent all Towans,
particularly the women in Io- .
wa,” she told reporters
Thursday.

Vilsack also will use the
national stage to promote her
pet project of literacy, leading
a “Books for Boston” effort to
get convention delegates and
attendees to donate books for
the Boston school system. On
July 26, she will be host of a
reception for U.S. senators
who have written books,
which could draw Sen. Hilla-
ry Rodham Clinton. D-N.Y.,
and many others.

Some Clinton backers were
dismayed that she was passed
over as a.convention speaker,
while Iowa’s first lady landed
a prime spot. Vilsack side-
stepped the issue, saying it
was ‘“not my call” who was
picked as convention speak-
ers. But, she added, “I'd love
to hear her speak at the
convention or anywhere
else.”

W Contact the writer: (515) 243-7220 or
dmbureau@Infionline.net
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