
 

 

This webinar is focused on copper theft affecting critical infrastructure and designed for 
individuals interested in collaborating with public agencies and private-sector organizations 
to successfully investigate and prosecute copper thefts.  

Partnership to Combat Critical Infrastructure:  

Copper Theft  

February 28, 2012  



Using GoToWebinar 

Ã Please turn on your computer speakers to listen to 
the audio.  

Ã This webinar is being recorded and a copy will be 
available on the Safeguard Iowa Partnership 
website for future viewing.  

Ã Feel free to submit your questions throughout the 
presentations, a facilitated Q&A will take place 
after all speakers have presented.  

Ã To submit a question: enter in the question box on 
the right.  



Sponsors of webinar  



Topics  

Ã Law enforcement & legal elements necessary       

for prosecution  

Ã Case studies on copper theft and the impacts  

ÄMidAmerican Energy Company 

ÄDes Moines Police Department  

Ã Profile of a copper theft criminal  

Ã Preventing & reporting copper theft  



LAW ENFORCEMENT & LEGAL 

ELEMENTS NECESSARY FOR 

PROSECUTION 

Roxann Ryan, J.D., Ph.D., Senior Criminal Intelligence Analyst, Iowa 
Department of Public Safety Division of Intelligence & Fusion Center   



Metal thefts have increased 

Ã High demand for metal in international markets results 
in high rate of return 
Â Increased industrialization worldwide 

ÂDeclining inventories 

 

Ã Increased opportunities to target places and metal 
types 
Â Increased building results in more opportunities 

ÂForeclosures result in greater vulnerability 

 

Ã Weak regulation of metal resale market 



Copper Price Trends 

http://www.icf.at/en/5756/trends_in_copper.html 



Copper Price Trends: 

London Metal Exchange, 1998-2012 

http://www.lme.com/copper_graphs.asp 



Price increases  

as inventory declines 

http://www.csoonline.com/special/slideshows/copper_theft/index 



Copper Price Trends 

http://www.oe.netl.doe.gov/docs/Updated%20Assessment-Copper-Final-101210%20c.pdf 



Foreclosure Trends 

Ã Housing market crash 

ÄCopper piping stolen 

from empty homes 

ÄHouses burglarized 

are harder to sell 

 

http://www.realtytrac.com/news-trends/newsletter/2009/july.html 



Problem-Oriented Policing: 

The Problem Analysis Triangle 

Motivated Offenders  

Å Scrap dealers  

Å Drug addicts  

Å Opportunistic thieves  

Å Organized thieves  

Places  

Å Vacant/foreclosed housing  

Å Construction sites  

Å Playgrounds  

Å Taverns  

Å Churches, cemeteries  

Å Scrap dealers  
Targets  

Å Plumbing fixtures  

Å Any copper wiring/cables  

Å Air conditioners  

Å Utilities, electric substations  

Å Vehicle parts/catalytic converters  

Å Beer kegs  

Å Aluminum siding/gutters/roofs  

Å Bronze plaques/statues  

Å Utility hole covers  



Consequences of Metal Theft 

Ã Physical danger 

Ä Electrocution during theft of live 
wires 

Ä Injuries to workers who do not 
realize thefts have occurred 

 

Ã Economic impact 

Ä replacing any metal components 
stolen 

Ä repairing equipment damaged 
during the theft 

Ä repairing operating systems 
damaged because of stolen 
wires 

Ä reimbursing customers 
inconvenienced or facing their 
own economic losses 

Ä covering revenue lost to the utility 

Ä covering expenditure increases 
needed to cover loss and/or 
adding improved security  

 

http://www.csoonline.com/special/slideshows/copper_theft/index 

"For every dollar stolen, it's 

$10 to $25 worth of repair," 

says Ralph Anderson, who helps 

utilities protect their property as 

a risk specialist at North 

American Electric Reliability 



Problem-Oriented Policing: 

Stakeholders 

Ã Scrap metal dealers 

Ã Regulatory agencies 

Ã Trade associations 

Ã Utility companies 

Ã Metal product manufacturers 

Ã Property insurance companies 

Ã Public works departments 

Ã Abandoned/vacant-property owners 



Responses to metal thefts 

Ã Collaborate among 
stakeholders 

Ä Develop community plans 

Ä Raise awareness among 
stakeholders 

 

Ã Target-hardening 

Ä Crime prevention through 
environmental design 

Ä Improve physical security 

Ä Inventory control measures 

 

Ã Public awareness 

Ä Public service announcements 

Ä Rewards for tips 

 

Ã Increase offender risks 

Ä Identify thieves & scrap metal 
sellers 

Ä Track scrap metal transactions 

 

Ã Investigate & prosecute 



Collaboration Efforts 

Coordinated efforts of 

 

Beer Institute 

Institute of Scrap Recycling 

Brewerõs Association 



Collaboration Efforts 

Michael Lynch, CSO of the utility DTE Energy, is out in the field with one of his 

investigators looking for examples of torn-down power lines for a local TV news crew 

that wants to do a story on metal theft. But while Lynch is in the field, a DTE customer 

says that thieves have stolen wires off the poles in front of his house, cutting off the 

power. The customer adds that he thinks the thieves are burning the wire nearby, and 

he points the way. 

The intelligence is sound. Lynch finds a column 

of flames six feet high rising from a 

dilapidated cement slab. Tending the fire is a 

thin man in brown pants, a hooded sweatshirt 

the color of shiraz and a gray baseball cap 

pulled low over his goateed face. Lynch is not 

normally in the field, so he doesn't think about 

the danger of confronting a man who could be 

high or armed, or both. 



Collaboration Efforts 

CSO Michael Lynch rewards a 

Detroit resident who had a good tip 

on metal theft activity in his area 

with $1,000. It's the first such reward 

given in a program Lynch started. 

Across the street: a burnt-out house, 

the kind, Lynch says, where metal 

thieves, having sold their lot for 

drugs, might go to get high. 

http://www.csoonline.com/article/221225/red-gold-rush-the-copper-theft-epidemic    
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Popular Sources of Metal 

Ã Utilities 

Ã Irrigation systems 

Ã Homes under 

construction 

Ã Foreclosed homes 

Ã Utility covers 

Ã Catalytic converters 

Ã Railroads 

http://www.csoonline.com/special/slideshows/copper_theft/index http://www.railroad.net/forums/viewtopic.php?f=126&t=61459&start=0 

http://www.governing.com/blogs/view/Manhole-Covers-are-the.html 

http://www.wral.com/news/local/story/3119080/ 

http://www.globalspec.com/industrial-directory/irrigation_controller 

http://www.minnpost.com/stories/2008/04/10/1477/on_minneapolis_north_side_copper-theft_epidemic_adds_to_mounting_housing_problems 



Prevention Efforts 

Ã Surveillance cameras 

Ã Use alternates that 

do not look like 

copper 

 

Ã Tamper-resistant 

ground bar hardware 

Ã Locking plates 

http://www.businessweek.com/magazine/content/10_49/b4206066273601.htm 

http://www.windpowerengineering.com/maintenan

ce/safety/an-alternative-to-copper-based-

grounding/ 

http://www.prleap.com/pr/143546/  

http://www.sipracorp.com/ 

http://wpcore.wpe.s3.amazonaws.com/wp-content/uploads/2010/08/Strands_opt.jpeg
http://media.prleap.com/image/1963/full/securityetching-005.jpg


Prevention Efforts via PSAs: 

United Kingdom 

A man who suffered horrific 

injuries when he was hit by a 

22,000 volt electric shock has 

warned others of the dangers of 

stealing copper cabling. 

http://www.yorkshirepost.co.uk/news/at-a-glance/main-

section/electrocuted_cable_thief_says_learn_from_my_mistakes_1_3457067 

http://thedrum.co.uk/news/2011/11/22/poster-campaign-highlights-double-danger-stealing-

copper-metro-lines 



Prevention/Investigation Efforts: 

ScrapTheftAlert.com 

Immediate  

reporting  

of  thefts 



Challenges for Investigators 

Ã Expertise in identifying copper parts 
Â Investigators may not be able to identify copper 

parts as stolen 

 

Ã Difficult to identify copper scrap as stolen 
Â Thieves burn off the insulation on copper wire 

Â Scrap pieces are fungible 

 

Ã Multiple sources of copper are easily 
available 

 

Ã Crimes occur in areas without surveillance 
 

Ã Many options for disposing of stolen metal 
(gray markets) 

http://www.popcenter.org/problems/pdfs/metal_theft.pdf 

http://www.csoonline.com/special/slideshows/copper_theft/index 



Prosecution Challenges 

Ã Witnesses 

ÄEyewitnesses often not 
available 

Â Identifying offender is key 

ÄBusiness/individual victim 

ÂWhat was taken 

ÂSurveillance cameras 

ÄBusiness records  

ÂAppropriate witness must lay 
foundation 

Ä Investigators 

ÂDetail the findings 

 



Prosecution Challenges 

Ã Admissible evidence 

Ä Identity of offender 

ÄMethods used for entry & 
theft 

Ä Intent 

ÄMotive 
ÂNot required to be proven 

ÂJurors want to know òwhyó 

ÄHearsay 
ÂExceptions may apply 

ÄDemonstrative evidence 
ÂNeed not be the actual item 

stolen 
 

 



Prosecution Challenges 

Ã Proof required 

ÄFor each element 

ÂActs 

ÂIntent 

ÄStandard:  beyond a 
reasonable doubt 

 

ÄòCSI Effectó 

ÂJurors often expect 
conclusive proof (eg, high 
quality video) 

 



Iowa Criminal Charges 

Ã Criminal Trespass 

Âentering or remaining on  

Âpublic utility property  

Âwithout authority            

or consent 

Ã Exceptions: 

Ã Regulators                     

(state or federal) 

Ã Employees of utility, in the 

course of employment 

 

 

 

Ã Penalty: 

ÄD felony  

ÂUp to 5 years 

Â$7,500 fine 

ÂRestitution 

Iowa Code § 716.7(2)(f) 

Criminal Trespass can occur 
anywhere ς not limited to 
public utility property 



Iowa Example: Trespass 

Earlier this month, police were called 

to a strip mall at 2010 Southeast 

Delaware. Employees noticed the air 

conditioning wasn't working and 

climbed on the roof to check it out. 

They found someone had stolen 

copper and aluminum coils from 

several air conditioning units. 

http://www.whotv.com/news/who-story-ankeny-copper-thefts-061711,0,105930.story 

June 17, 2011 

"They went right to the copper and the metals that were expensive in those units. 

They cut the power and drained some of the coolant before they started to dismantle 

all the units. So it was apparent that they had some type of knowledge with this 

equipment," says Lt. Ed Hamilton with the Ankeny Police Department. 

 

Criminal Trespass occurs without entry 
to the building or occupied structure 



Iowa Criminal Charges 

Ã Theft 

ÄPublic Utility Theft 

ÂObtains gas, electricity or 
water from public utility, 
or cable television or 
telephone service 

ÄBy taking, 
misappropriation, 
deception, or    
exercising control 

ÄActual loss required 
(attempt is not a crime) 

Ã Penalties 
Ä C felony ($10,000+) 

Ä D felony ($1,000-10,000) 

Ä Aggravated Misdemeanor 
($500-1,000) 

Ä Serious Misdemeanor    
($200-500) 

Ä Simple Misdemeanor (<$200) 

 

Iowa Code Ch. 714  



Iowa Criminal Charges 

Ã Types of Theft 
 

ÄPublic Utility Theft 

 

ÄBy Taking 

 

ÄBy Misappropriation 

 

ÄBy Deception 

 

ÄBy Exercising Control 

http://marycartledgehayes.blogspot.com/2010/07/bold-signs-that-someone-is-stealing.html 

http://www.corporatetravelsafety.com/safety-tips/pickpocket-scams-reported-in-naples-italy 

http://louisakypd.crimestopperswanted.com/wanted.asp?page=24456 

http://abclocal.go.com/kgo/story?section=news/local/east_bay&id=8098651 

http://www.buzzle.com/articles/embezzlement-laws.html 



Iowa Example 

http://www.whotv.com/news/who-story-marker-theft-052709,0,5255427.story 

Hundreds of grave markers used to honor veterans 

turned up missing or stolen over the Memorial Day 

weekend. Des Moines police believe the same thief 

or thieves went to two cemeteries and took the 

bronze markers to sell as scrap metal. 

 

Last week, Gurwell noticed about 40 sites were 

missing markers. Later that same week, he replaced 

another 50. "All these veterans need to be 

recognized and that's what the markers are for. If 

somebody steals it it's like sacrilege." 

Across town at Glendale 

Cemetery, another 100 grave 

markers were reported missing.  

Des Moines 

May 28, 2009 



Iowa Criminal Charges 

Ã Ongoing Criminal 

Conduct 

ÄKnowingly conduct an 

enterprise via specified 

unlawful activity 

ÂAn indictable offense 

committed for financial gain 

ÂOn 2 or more occasions 

ÄB felony 

Â25 years 

 

Iowa Code Ch 706A  



Iowa Example 

http://www.polkcountyiowa.gov/sheriff/news/$10,000-copper-theft/  

Polk County Sheriff's Detectives are 

investigating the theft of over $10,000.00 

of copper wire from a business in 

northern Polk County over the span of 

four nights in late April and early May.  

 

Surveillance stills taken from security 

cameras on the property show what 

appears to be a white male with blond or 

gray hair. The suspect vehicle connected to 

this theft appears to be an older Dodge 

Dakota extended cab two-tone truck. The 

vehicle appearing behind the suspect is 

not the suspect vehicle. 



Iowa Criminal Charges 

Ã Burglary 

ÄBreaking or remaining on 

ÄAn occupied structure 

ÄWith intent to commit a 

felony, assault or theft 

Ã Occupied structure 

ÄLarge enough for a 

person to fit into it 

ÄNeed not be locked 

Ã Penalty 

ÄAggravated 

Misdemeanor to    

Class B Felony 

Iowa Code Ch. 713  



Iowa Example:   Entry into Home 

Real estate agent Rex Deckard said itõs not just 

foreclosed homes that are getting hit by thieves. 

  

In his own Four Mile Creek neighborhood, many 

empty flood-damaged homes have been 

stripped of copper and other metals. Deckard 

called police himself after thieves broke 

through boarded doors and windows to finish 

stripping the home next to his. òThereõs nothing 

left,ó he said. 

 

òEmpty homes are easy targets,ó says Des 

Moines Police Sgt. Chris Scott. òAll the thieves 

have to do is get a list of foreclosures, and 

theyõre off.ó 

http://www.desmoinesregister.com/article/20120129/BUSINESS/301290013/Vandals-mining-vacant-homes-copper 



Iowa Example:   Entry into Business 

http://www.kwwl.com/story/16465678/company-offers-5000-to-stop-copper-thefts 

A-Line EDS is offering a $5,000 reward after thieves have been 

hitting the business almost nightly this past month. 

 

Anne Bailey, the Sales Manager of A-Line EDS says copper thieves 

have been hitting the business for around month and costing the 

company big money. 

Jan 06, 2012 

A-Line EDS is a company in Waterloo that does what few in the Midwest can do. They 

recycle power equipment like transformers and get them back out on the market. One key 

component of a transformer is copper and it's a very valuable material. 

 

"I would say 10's of thousands just in the damage they've done. Not necessarily in the 

value of the components they've stolen, but just with the damage they've done and what we 

have had to put in to upgrade our already pretty extensive security here," said Bailey. 



Iowa Example:  Entry into Warehouse 

Tuesday, July 05, 2011 

In the early morning hours of Wednesday, 

June 29, 89 spools of copper wire weighing 

25 pounds each and a utility pickup truck 

were stolen from the Butler County REC 

warehouse in Allison. 

To enter the warehouse yard, thieves cut three holes in the chain-link fence 

that surrounds the facility. Two of the holes were about 2õ x 4õ big and the 

third hole was large enough for a truck to drive through. 

Once the thieves entered the yard, they gained access to the main warehouse with 

a crowbar. 

http://www.butlerrec.coop/aspx/Announcements.aspx?AnnouncementID=2515 

http://www.butlerrec.coop/userdocs/announcements/Theft_photo1.jpg


Local Ordinances 

Ã Local jurisdiction may   

adopt ordinance 

ÄRequire salvage dealer to 

maintain records 

ÂComplete, accurate, legible 

ÂEnglish language 

ÂRecords maintained for at 

least a year 

ÄMay require 

Â Identity information 

ÂVehicle information 

ÂDetails of purchase 

ÂValue of material 

ÂFrom whom material came 

ÂTo whom material was sold 

Ã May issue licenses  

Ã Provide for suspension           

& revocation 

Ã Penalties for violations 

 

Iowa Code § 714.27 



Iowa Example 

2/14/2012  

A former U.S. Gypsum plant employee, who has 

been accused of stealing thousands of dollars 

worth of copper from the company, has 

admitted to the crime Monday.  

In October, a manager from the U.S. Gypsum plant in Sperry told Des Moines County 

Sheriff's detectives Parrott, who is a former employee at the plant, had stolen $7,000 

worth of copper wire.  

Detectives went to a local scrap yard and found out Parrott sold $764 of heavy duty 

copper wire twice in September.   Authorities said the woman's son has sold $2,716 

worth of copper wire at the same scrap yard since July.  

 

During an interview with detectives in October, Parrott admitted to stealing the wire 

from the gypsum plant, adding most of the copper wire she and her son sold at the 

scrap yard came from the plant.  



Homicides 

Ã Murder 

ÄPremeditated (Life) 

ÄFelony Murder (Life) 

ÂForcible felony 

ÄSecond-degree 

Murder (50 years) 

ÂMalice required 

Ã Manslaughter 

ÄVoluntary (C felony) 

ÂIrresistible passion 

Ä Involuntary 

ÂCommit a public offense    

(D felony) 

ÂNon-public offense 

(Aggravated Misdemeanor) 

http://www.documentingreality.com/forum/f10/stealing-copper-29472/index9.html http://www.documentingreality.com/forum/f10/stealing-copper-29472/index9.html thecablevine.com 



Homicide:   Proximate Cause 

Ã Primary issue in a homicide is 
proximate cause 

ÄBut for the defendantõs 
actions, the result would not 
have occurred 

ÄPrimary, but not the          
sole cause 

 

Ã Significant issue in felony-
murder and manslaughter 



Iowa Example:  Homicide 

Earl Thelander of Onawa, Iowa, became the 

nationõs first innocent copper theft fatality. 

Thelander died Sept. 1, 2007, after sustaining 

second- and third-degree burns over 80% of 

his body in an explosion caused by copper 

thieves. 

http://iowacoldcases.org/the-copper-theft-epidemic/ 

Thieves stole several feet of copper pipes from 

a house, but in the process they cut the gas line, 

leaving dangerous propane gas leaking into the 

basement. 

 

When Earl returned to his house outside Sioux 

City, Iowa, he plugged in a fan. The next 

instant, the gas ignited into a fireball. 

Earl Thelander survived an agonizing four days. 



Restitution & Civil Damages 

Ã Restitution 

ÄCan be ordered after a 

plea or guilty verdict 

ÄEquivalent to civil judgment 

ÄCan prove additional acts 

related to the           

charges brought 

Ã Civil actions for 

damages 

ÄLengthy process 

ÄResponsible party must 

have ability to pay 



Unintended Consequences 

http://www.csoonline.com/special/slideshows/copper_theft/index 

Inexperienced metal thieves will cut any 

wire they find. Pictured is an aborted 

theft; the cable was abandoned when 

the thief realized it was fiber optic, 

glass, not copper. Such mistakes have 

been known to cut off digital phone 

and data service. 

In 2005, a man cut copper grounding 

wires (similar to the examples inset) at a 

substation in Oregon. When he bumped his 

head on a live line, 7200 volts coursed 

through him, and he burst into flames. 



Summary & Overview 

Ã Prevention efforts are key 
 

Ã Reporting incidents helps investigators 
 

Ã Investigative challenges 
 

Ã Criminal charges possible 
 

Ã Restitution & civil damages 



CASE STUDIES  
ELECTRIC/GAS UTILITY  

 

Frank DeLouis, MidAmerican Energy Company  



CRITICAL INFRASTRUCTURE COPPER THEFT 

2011 Copper thefts 

Ä  Incidents ð 16 

Â  Thefts ð 10   

Â  Unsuccessful attempts ð 6 

Ä   Arrests ð 2 

Ä   Thefts progressed in complexity and value 

 

 

 



CRITICAL INFRASTRUCTURE COPPER THEFT 

First stage 

Ä  Fence was cut or climbed 

Ä  Ground wires were cut on devices closest to where the  

    fence was penetrated, or reels of material were stolen 

Ä  All grounds cut on a device resulted in sparking and 

    equipment malfunction 

Ä  Losses of $2,000 to $3,000 per incident 



CRITICAL INFRASTRUCTURE COPPER THEFT 



CRITICAL INFRASTRUCTURE COPPER THEFT   



 

CRITICAL INFRASTRUCTURE COPPER THEFT 

 

Second stage 

Ä  Fence was cut or climbed 

Ä  Only one ground was cut per device, resulting in no  

    spark or equipment malfunction 

Ä  A large number of grounds were cut all over the yard 

Ä  Losses of $2,000 to $3,000 per incident 

 



CRITICAL INFRASTRUCTURE COPPER THEFT  



CRITICAL INFRASTRUCTURE COPPER THEFT  



CRITICAL INFRASTRUCTURE COPPER THEFT  



CRITICAL INFRASTRUCTURE COPPER THEFT  



CRITICAL INFRASTRUCTURE COPPER THEFT       



CRITICAL INFRASTRUCTURE COPPER THEFT 

Third stage 

Ä  There were no visible signs of entry 

Ä  All grounds cut were in underground ducts, making 

    it impossible to notice the theft until work was done on  

    those ducts 

Ä  A large quantity of wire was stolen 

Ä  Losses of $3,000 to $5,000 per incident 

 



 

CRITICAL INFRASTRUCTURE COPPER THEFT      

 



CRITICAL INFRASTRUCTURE COPPER THEFT   



CRITICAL INFRASTRUCTURE COPPER THEFT   



CRITICAL INFRASTRUCTURE COPPER THEFT 

Conclusion 

Ä  Copper thefts are increasing in complexity and value  

Ä  Copper thefts affect critical infrastructure 

 

 



CASE STUDIES  
MUNICIPALITY  

 

Sgt. Ralph Roth, Des Moines Police Department 



 

City of Des Moines Code 30-246 

 

 Ã SEC 30-246 Salvage Dealers and Salvage Yards 

Ã Modeled after Des Moines Police Department Pawn Shop ordinance 

Ã Sec 30-254 Records 

Ã Each salvage dealer shall keep complete , accurate, and legible 
records in the English language of all purchases and receipt of all 
junk, such records to include the following: 

Ä Name & Address 

Ä Date of Birth  

Ä Iowa drivers license number or Iowa Identification number, or social 
security number with photo identification  

Ä Sex 

Ä Age 

Ä Height   

Ä Race  

 



Des Moines Code Sec.30-246 

Ä The vehicle license plate number of the vehicle that delivered the junk 

material 

Ä The date and hour of the purchase or receipt of the junk material 

Ä Description of the material  

Ä Value of the material 

Ä Weight of the material 

 

 

Ã Contact City Legal Department 515-283-4130 for 

assistance and a complete copy of this ordinance. 

 



Stolen Material  








